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SWIFT Transmitter User Guide

Overview

SWIFT is the secure file transfer system all external customers use for submitting confidential information
to FTB via the Internet. SWIFT uses Tumbleweed'’s SecureTransport software. Transmitters should use
SWIFT for all Internet file transfers. This guide contains the information you will need to ensure your
business can interact with our SWIFT system, how to sign up to use SWIFT and how to transmit files to
FTB or receive files from FTB.

Browsers and Operating Systems
There are four ways you can access SWIFT:

1. Your web browser
a. SWIFT supports the following Web browsers:
i. Microsoft Internet Explorer 6.0 SP1
ii. Netscape Navigator 7.1 and 7.2
iii. Mozilla FireFox 1.0.4
b. Browsers connecting to SWIFT must support JavaScript and have cookies enabled.

2. Third Party FTP Clients/Servers
a. SWIFT supports the following versions:

i. CuteFTP Professional, version 7.0
i. WS_FTP Professional, version 2006
iii. LFTP, version 2.6.3

iv. Curl, version 7.13.2

v. FileZilla, version 2.2.14

vi. lglooFTP Professional, version 3.9

vii. SmartFTP, version 1.0

3. Custom built client
a. A client written in any language that supports FTPS or HTTPS

4. SecureTransport Client

a. Transmitter must purchase directly from Tumbleweed, for more information go to
www.Tumbleweed.com.

SWIFT Login Name and Password
1. Contact your FTB representative or Help Desk to request a SWIFT login name and password.
2. Your SWIFT login name and temporary password will be sent to the business email address of the

primary contact in two separate messages. (See examples on the following pages.)

3. The first time you use the SWIFT system, you will be required to change your password to a self-
selected one.
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Example of the email with your login Name

STATE OF CALIFORNIA

FRANCHISE TAX BOARD
PO Box 1468
Sacramento CA 95812-1468

Secure Web Internet File Transfer (SWIFT) Registration Confirmation

Effective Date: MM/DD/YYYY Program ID #: NNNNNNNNN
FTB Contact: email address

Thank you for registering to use FTB's Secure Web Internet File Transfer (SWIFT) system. To
access SWIFT, you will need a login Name and Password.

This is your login Name:  XXXXXXXX

Print this message and retain for your records.

Within 24 hours you will receive another email providing you with a temporary password that will
be used with the above login Name to access the SWIFT system the first time.

If you have questions or need assistance, please call or email your FTB Contact.
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Example of the email with your Password

STATE OF CALIFORNIA

FRANCHISE TAX BOARD
PO Box 1468
Sacramento CA 95812-1468

Secure Web Internet File Transfer (SWIFT) Password Confirmation

Effective Date: MM/DD/YYYY Program ID #: NNNNNNNNN
FTB Contact: email address

We have established your Secure Web Internet File Transfer (SWIFT) account.
Your temporary Password is:

XXXXXXXX

Use this Password plus the login Name provided in the previous email to access the SWIFT
system.

The first time you access the SWIFT system you must create your personal password. The
SWIFT system will provide you with screen prompts.

The password you select must:
e Must be 6 — 14 characters.
e Must contain at least one numeric character.
e Cannot include any special characters.

Your password must be changed annually but you can change it at any time by using the
Password Change feature within the SWIFT system.

To access SWIFT:
e Connect via the Web at: https://swift.ftb.ca.gov

e Connect via FTP at: ftps://swift.ftb.ca.gov

If you have questions or need assistance, please call or email your FTB contact
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URL Names
1. FTB only accepts https and ftps protocols.

2. FTB does not accept file types with the following extensions:
.wav; .mov; .iso; .ai; .avi; .mpeg; .mpg; .scr; .vbs; .exe; .com; .dll; .bat; .pif; .cpl

3. Depending on the protocol, use your browser to:
e Connect via the Web at: https://swift.ftb.ca.gov

e Connect via FTP at: ftps://swift.ftb.ca.gov

Note: If you are using the ftps protocol and your business has a firewall, the passive port range 1024 —
2023 must be open for outbound connections. These ports are in addition to ftp control port 21.
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Logging In

1. After you access the appropriate URL, you will be presented with the SWIFT Login Screen (see
sample below).

2. The first time you access the SWIFT system, you will enter the user name and password we provided
you, then you will be prompted to change the password to a self-selected one.

3. After changing your password, you must log back in.

4. For all subsequent logins you will use the user name we provided and the password you selected.

2l Secure Web Internet File Transfers Login - Microsoft Internet Explorer provided by FTB
File Edit View Favorites Tools Help Address @ https: ffswift. ftb.ca.gov/ b Go ",'

o

€] (5] |ﬂ @ ._;j ;‘J Search \::‘\?Favuribes &) E':<- \f

Franchise Tax Board Secure Web Internet File Transfer Site (SWIFT)

Login

Use of this site iz limited to participants in the SWIFT electronic filing pregram and have previously obtained a user name from FTB. Tampering, interference,
damage, or unautherized access to this site iz a crime punishable as prescribed in Section 502 of the California Penal Code.

Privacy | Webmaster | Accessibility | Flex Your Power | My California Portal

© 2005 State of California. | Last Modified Date: 09/14/2008

@DUHE é . Internet

New 12-1-05 Page 6



SWIFT Transmitter User Guide

SWIFT Main Screen

1. After you have entered your user name and password, you will be presented with the SWIFT
main screen (see sample below).

2. This screen displays the files you have access to (your mailboxes) and links to user functions you
have access to.

3 Directory of / - Microsoft Internet Explorer provided by FTB H ﬂﬂﬂﬂ@&l == =]
| &

File Edit Wwiew Favorites Tools Help

@Back - \_) - d @ ;;j | /’__j Search ‘i‘\?Favoritas €‘3| [_\:v .; -
Address I@ hktps:ffswift ftb,ca, govf j Go |Lir|k5 >
|

Franchise Tax Board Secure Weh Internet File Transfer Site Logout

Ll

I Browse | Upload File | Set ASCIH | Change Password |
Hame Size [B] Date File Options
CFromFTE Dec 16 13:38

CIToFTE Dec 16 13:38

Privacy

E
|&] bone ’7’7’7,7@ 40 Internet
EEStartl | @@ » | @b |G~ | @ch. | = |[E e, Blmb.. | =re | &im.. | #oec.. | [ ME& A2 % HS G5 208

3. The folder icon at the top left of the screen is used to navigate from one mailbox to the other.
4. Logout button at the top right of the screen logs you out of SWIFT.

5. The Browse button browses your computer to select files for upload.

6. The Upload File button initiates the upload from your computer.

7. The Set ASCII button allows you to change the transfer mode from binary to ASCII and back.

NOTE: The default is binary.
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SWIFT Main Screen Continued
8. The Change Password button will bring up the screen to change your password
9. Your mailboxes are listed in the center portion of the screen under “Files”.

e ToFTB - the mailbox you will place your transmission files in.
e From FTB - the mailbox you will retrieve FTB generated Transmission Receipts from.
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Active X Component

SWIFT is a secure Internet application, if you are using a Windows system you will get the security pop-
up screen regarding secure and non-secure pages for every page you access in SWIFT. To prevent this
from happening, you can download an Active X component provided by Tumbleweed Communication
Corp., the software that FTB uses for SWIFT. This component only works when you are logged in to the
SWIFT system, it has no effect on any other Internet pages, services or applications you may access.

An additional service offered by the Active X component, is a progress bar during upload, a message
telling you if the upload is successful and the ability to pause and re-start the upload.

The screen below shows the message that will display after you login offering you the option to install or
not install the Active X component.

3 Directory of / - Microsoft Internet Explorer provided by FTB

=] x|
File Edit Wwiew Favorites Tools Help | :f
eBack - d - d @ ;] | ;j Search ‘i\(‘ Favorites e} | <~ .; o
Address I@ https: ffswift ftb,ca, govf j Go | Links

Install Activex Contral...
What's the Risk?

Information Bar Help

Franchise Tax Board Secure Weh Internet File Transfer Site Logout

[EEEEE] >0 E|E

iy
=

I Browse... |

Upload File | Set ASCIl | Change Password |

Name

Size [B] Date File Options
CFromFTE Diec 21 10:21
CITeFTE Dec 21 10:23

Privacy

HOSOU

=l
[ oone L Blgmee

iﬁstartl J é @ J Inbux— I EQC:lDocum I @SWIFT m.. | B Print Scr, | EDV:\ePrD]... | M\crosoftm”@ Director... Documen... &9_. %.@Q 1:02 PM
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Active X Component — Installation Options

You can click on the “More Options” button or simply click “Install”.

“3 Directory of / - Microsoft Internet Explorer provided by FTB =2 x|B
File Edit ‘Wiew Favorites  Tools  Help | §*
eBack . \_) . d @ ;;j | /’__j Search ‘ir\\'( Favarites €‘Z| [_\:' ; -

Address I@ https:fswift frboca, gowl j Go | Links >

o
=
=}
[0}

B

Internet Explorer - Security Warning 5'

Do you want to install this software?

Mame: wist_eu,CAB
Publisher: Tumbl d C: ications Corp.
¥ | Mare options Install | Don't Install I

While files Fram the Internet can be usefdl, this file type can patentially harm
wour computer, Only install software From publishers you trust, What's the risk?

HOSOU

|@ Opening page https: ffswift Ftb.ca.govf... ’7 F,i’ilg 40 Internet
EEStartl J @ @ J Inbux— I Eﬁc:lDocum I @SWIFT m.. | B Print Scr, | Eﬁ\':\ePra]... | M\crosoftm”@ Director... Documen... &9,%.@@ 1:02 PM

After the Active X component has been installed on your system, you can delete it at any time using your
Internet tools menu.
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Active X Component — Installation Options Continued

If you select “More Options”, you will be presented a screen with three radio buttons:

1. Always install software from “Tumbleweed Communications Corp”

Clicking on this choice will download the Active X component and you will never receive the

Secure/Non-secure pop-up window when you access SWIFT.

2. Never install software from “Tumbleweed Communications Corp”

Clicking on this choice will not allow the Active X component to be downloaded and you will

receive the Secure/Non-secure pop-up window every time you access SWIFT.

3. Ask this every time

you access SWIFT.

File Edit ‘Wiew Favorites Tools  Help

a Directory of / - Microsoft Internet Explorer provided by FTI

Clicking on this choice will result in your having to install the Active X component every time

]
&

, - = n E N
@Back ML -2 B d IE' __l\l | / ! Search “;:i’FavnritEs -‘:i| = -

Address [(&] https: fswit. ftb.ca.gov

Internet Explorer - Security Warning

Do you want to install this software?

Mame: wost_eu CAB
Publisher: T d C.

" always install software From "Tumbleweed Communications Corp.”

ications Corp.

 Never install software From "Tumbleweed Communications Corp.”

' Ak me every time

E Fewer options Install Don't Install

jGo |L|nks Bl 3

@ While files Fram the Internet can be usefdl, this file bype can patentially harm

wour computer, Only install software From publishers you trust, What's the risk?

HOSOIMY

|§'] Opering page https: (fswift, frb.ca, govf...

lﬂstartl J g @ J Inbux- I |3 C:\Docu,.. I @SWIFT mI B Print Scr... | |33 ¥:\eProj.... | M\crusuftm”@ Director... Ducumen... &@ %u@g 1:02 PM

HRRNE
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Active X Component — Progress Bar

This screen shows an example of the progress bar and the message you will get letting you know if the
file upload was successful or failed.

File  Edit ‘iews Faworikes Tools  Help

a Directory of /ToFTB - Microsoft Internet Explorer provided by FTB

P T ST

[

@Back - o - D @ (b|psaarch *Favoritas @| 8- E‘f E -

Address IE https:ff172,31.127.121f ToFTEf?T

e |Lir|k5 =
=l

=4
= ToFTE

CATempdownload\adv-javs ~ Br

Name Size

From IC: WTempdownloadhady-jiava-examples. z2ip
To: I.fToFTB/adv-iava-akamnlas.zip
BT ecurerranport tramsierseatus Y M
E20602€ -
Transfer complete!
Uploading file...
— -
Cancel | Pause | Resume |

100%

Franchise Tax Board Secure Weh Internet File Transfer Site

Logout

Change Password

Options

Privacy
=
|i&] pone O O O =0 Y=
Bsa| | @ B[ > | =R 810|817 ] £10| £1c [E0 HEREWe S EEas wiam
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Submitting a Transmission File

1. From the SWIFT main screen:

e Select the ToFTB folder
e Click “Browse” to view the files on your computer

a Directory of /ToFTB - Microsoft Internet Explorer provided by FTB B8 ﬂﬂﬂﬂa&l == ﬂ
File Edit Wwiew Favorites Tools  Help ‘ #
e Back = O - @ @ (h | p Search ‘L"r\\?‘ Favorites @ | @ - ,E_;, -
Ackdress [ @] httpss fswit. tb.ca.gov/ToFTET Bl |Links »
|
Franchise Tax Board Secure Weh Internet File Transfer Site Logout
Choose file 2lx|
=g Lonkin: [ SwIFTFiles =] e @ ek -
& Tor1E [T test b
I Change Password
Name tions
File name: Ilest.tkt j Open I
Files of type: IAI\ Files [7.7) j Cancel |
g
-]
|&] pane ’_ ’_I_I_E & Internct

Ejstartl | @& @ > | .. | C- |@mci | =r. | e | B | e |[&ir. Floo.. ||

MR % [HS 6@ zioem

e Select the file to be uploaded
e Click “Upload File” button
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Submitting a Transmission File Continued

2. The screen below shows an example of a ToFTB mailbox containing an uploaded file.

3 Directory of /ToFTB - Microsoft Internet Explorer provided by FTE B Agﬂg@g =& 5[

File Edit W%iew Favorites Tools Help ‘
(3

Back ~ 9 - 21 () search ‘»JrL Favorites < ,rg' -1 -
M ra e €3 E_- =

Address I@ https: fswift Ftb.ca, govi ToF TEJ?T j Ga | Links **

Franchise Tax Board Secure Weh Internet File Transfer Site Logout
=1
B ToF 1B
I Browse... | Upload File | Set ASCI | Change Password
Name Size [B] Date File Options
Oiest.tut 19 Dec 16 14:11 "

Privacy

=
|@ Done ’_’_’_’_E # Internet
wstart| | & @ > | & | c- |uc:1m BAF... |@5e...| &l In... | REml £]pir... Dn...l @ Mic. ..

HAFERAWR S [HS 6@ 2uem

3. Once FTB processes the file, it is automatically deleted from your ToFTB mailbox.

4. After successfully transmitting a file, you can:
e Transmit another file,
e Logout, or
o Go to your FromFTB mailbox to retrieve files.

Note: Once a file is uploaded, you cannot delete, download or view it. If you have transmitted a file in
error, contact your FTB representative or Help Desk for assistance.
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Retrieving Receipt Files

1. From the SWIFT main screen:
e Click on the FromFTB mailbox.

2. Find the file you wish to retrieve from the list under “Files” in the center portion of the screen.
e Click “File Options” to the right of the file name.
e Select “Text Plain” to download the file.

J Directory of /FromFTB - Microsoft Internet Explorer provided by FTB B Agﬂg@g TS|
File Edit W%iew Favorites Tools Help ‘ :"
@ Back - \‘) - D @ \-_;j | /:) Search \;}g‘ Favarites ﬁ‘} [‘Z{ - ..; -

Address I@ https: ffswift Ftb.ca, goviFromFTE?T j Ga | Links **

Franchise Tax Board Secure Weh Internet File Transfer Site Logout
=1
B FromFTE
I Browse... | Upload File | Set ASCI | Change Password
Name Size [B] Date File Options
O test.000000854, zip BE8 Dec 16 13:38 "
test.00000085R. xml 266 Dec 16 13:38 &
Privacy
|
|@ ’_’_’_’_E # Internet

HAFERAWR S [HS 6@ 2uem

zﬁstart| | & @ > | & | c- |uc:1m BAF... |@5e...| &l In... | REml £]pir... Dn...l @ Mic. ..

3. You can also delete a file without downloading or viewing it by clicking “File Options” and selecting
the “Delete” option.

4. Any file you have viewed or downloaded during each session, will be automatically deleted from your
FromFTB mailbox when you logout.
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Logging Out
Always click the “Logout” button in the upper right of the screen before closing your browser.

Note: For full security assurance you should completely shut down your browser after logging out of the
SWIFT system. It is possible to spoof the browser into bypassing the user authentication process and
establishing a connection without using a valid user name and password.

a Secure Web Internet File Transfers Logout - Microsoft Internet Explorer provided by FTB a: ilﬁlil;lglgl =& 1[

File Edit Wiew Favorites Tools  Help ‘ d

@Back - O b D @ ;] pﬁearch LFfr\\?FavnritEs @ E:f-<' ;\_;, -
L A
Address [i€] hitpssjjswit Ft.ca. gov/Flogot T B |L|nks »
a

Franchise Tax Board Secure Weh Internet File Transfer Site Logout

Logged Qut

Your session has been closed, click here to login

Privacy

-]
@] Logaut ’_’_’_’_ré_ & Internet
ftjstart| | @ @ » | @b |G~ | @ch.. | &ew | E15ec., | Blmb... | rE m”asec... #)oec... | AR A W2 % [H G 2zem
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Changing Your Password

1. The first time you access SWIFT, you will be required to change your password from the one issued
by FTB to a self-selected password.

2. FTB also requires that you change your password annually. The SWIFT system will prompt you
when your password has expired.

3. You also have the option of changing your password at any time. Simply click the “Change
Password” button on the main SWIFT screen.

4. After changing your password, you must log back in.

2} Secure Web Internet File Transfers Change Password - Microsoft Internet Explorer provided by FTE B ﬂﬂﬁﬂ%&l & x|
File Edit Wiew Favorites Tools  Help ‘ :J'
@ Back - \) - D @ ;h | /I__) Search ‘E:‘\? Favarites &3 [‘?{ - .; -

Address I@ hktps:ffswift ftb,ca, govf j Go | Links >

Franchise Tax Board Secure Weh Internet File Transfer Site Logout

Password must be changed as follows:

Password must have at least B characters total.
Password rust have at least 1 alpha character(s)
Password must have at least 1 numeric character(s).

.
.
.
« Password must have at least 0 special character(s)

Browser users will have to reauthorize after change.

Change Password
Old Password:

New Password:
Retype Password:
Set Passwaord

Privacy

E
|&] bone ’7’7’7,7@ 40 Internet
Eﬁstartl | @@ » | Bwb. | E~ |@ch. | =] &5, | Blms... | =are m”@Se(." #poc,. | |BAR% AW % [HS @@ 2izem
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Password Problems

Password expired — FTB security regulations require that you change your password annually. You will
be presented with the Change Password. Simply change your password and you will be able to use the
system.

Account locked or disabled — You must contact your FTB representative or Help Desk to get your user
name re-activated.

Login error — You typed your user name or password incorrectly. If you re-enter the information and
continue to receive this error, contact your FTB representative or Help Desk for assistance.

Can’t remember your password - Contact your FTB representative or Help Desk.

Contact Information
For questions or suggestions regarding this publication, contact:

Data Exchange, MS A-10
Franchise Tax Board

PO Box 1468

Sacramento, CA 95812-1468

If you have any questions or problems using the SWIFT system, you must contact your FTB
representative or Help Desk.
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